ORWARN Safety and Security Webinar - Virtual
When: November 30, 2022 9:00AM — 12:00 PM
Where: Virtual through Zoom

What: (Course Outline): ORWARN has put together a webinar focused on safety and security of
your water and wastewater utility. The knowledge shared by our speakers will prepare your
staff and utility for physical and cyber security threats and they will discuss the best way we can
prepare to protect our utility.

Topics will include:

e | love you guys, standard response protocol for municipal — situational awareness and
life safety at your utility.

e Cybersecurity Threats for Utility Workers.

e Active Assailant Response Training for Multi-functional workforce.

Instructors:

e Jeremiah Hunt (ORWARN Chair) — EWEB, Water Construction & Distribution Supervisor

e Kevin Sutherland — Tualatin Valley Water District (TVWD), Emergency Program
Coordinator

e Chris Callahan — Cybersecurity and Infrastructure Security Agency (CISA), Chief of
Cybersecurity

e Ken Baldwin — Eugene Water and Electric Board (EWEB), Physical Security Supervisor

CEU’s: 0.3 CEU’s Water/Wastewater — Oregon (Pending)
Cost: $60 AWWA member / $120 non-member
Registration: Constant Contact

Tracking of Attendees: Roster based on Zoom participants. Also, we will use polling within
presentations, responses will verify attendance.

Training Goal: To provide safety and security for small to large water and wastewater utilities
on how to keep your utility prepared and ready for the challenges it may face, including cyber
security, physical security and preparation for the potential of future security events and
keeping your water and wastewater utility resilient against sabotage or terrorism.

Schedule:
Time Activity Facilitator
Check-in ) )
8:50a.m. - Welcome e Jeremiah Hunt, ORWARN Chair,
9:00 a.m. L Eugene Water & Electric Board
Event Logistics




Participant Introductions

9:00 a.m. —
9:15a.m.

ORWARN
WARN informational video and
membership information

Jeremiah Hunt, ORWARN Chair,
Eugene Water & Electric Board

9:15a.m. -
10:10 a.m.

CISA
Cybersecurity Threats to Utility
Workers — recognizing phishing emails
and what can happen when you click
the wrong link.

Chris Callahan, Chief of
Cybersecurity, CISA

10:10 a.m. —
11:05 a.m.

Tualatin Valley Water District
| love you guys, standard response
protocol for municipal -
implementation of a standard
response protocol in the workplace,
focused on situational awareness, life
safety and option based decision
making.

Kevin Sutherland, Emergency
Program Coordinator, TVWD

11:05a.m. —
12:00 p.m.

Eugene Water and Electric Board
EWEB’s Concept of Active Assailant
Response Training for Multi-
Functional Workforce — a discussion
on the benefits of customized
response protocols and training.

Ken Baldwin, Physical Security
Supervisor, EWEB

12:00 p.m. —
12:05 p.m.

Workshop Closing

Jeremiah Hunt, ORWARN Chair,
Eugene Water & Electric Board




